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1
Decision/action requested

Addition of new Key Issue related to UICC removal from a IAB-node.
2
References

[1]
3GPP TR 33.824 v0.4.0 on Security for NR Integrated Access and Backhaul.

[2]
3GPP TS 33.187 v15.1.0 on Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements 

[3]
3GPP TS 33.401 v16.0.0 on 3GPP System Architecture Evolution (SAE), Security Architecture
3
Rationale

SA3 has already identified securitiy requirements and specified solutions to prevent the use of a USIM in unauthorized MEs. 

· Security aspects of Machine-Type Communications: 3GPP TS 33.187 [2] specifies how the use of a USIM can be restricted to specific MEs thanks to UE-based solution relying on USAT application pairing.
· Security for Relay Node Architectures: 3GPP TS 33.401 [3] Annex D specifies one-to-one binding of a RN and a USIM-RN. 
NR IAB architectures have similarities with Relay Node architectures. 

The IAB-node holding a MT part contains a UICC to perform the mutual authentication. In case that the UICC is removable, an attacker could move the UICC from a genuine IAB-node to a rogue IAB-node. The impersonation of a genuine IAB-node could be used to attack the users attached to a IAB-node and/or to attack the network. 

Consequently, a new key issue is proposed to address UICC removal from a IAB-node holding a MT part. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.824 [1].

*** START of 1st CHANGE ***

5.2.X
Key Issue #2.X: UICC removal from a IAB-node

5.2.X.1
Key issue details
The IAB-node holding a MT part contains a UICC to perform the mutual authentication. In case that the UICC is removable, an attacker could move the UICC from a genuine IAB-node to a rogue IAB-node.
5.2.X.2
Security threats
The impersonation of a genuine IAB-node could be used to attack the users attached to a IAB-node and/or to attack the network. 

5.2.X.3
Potential security requirements
There shall be one-to-one binding between a IAB-node holding a MT part and a USIM.
*** END of 1st CHANGE ***

